POLICY

Privacy

Introduction

This policy provides an overview of how Housing Trust handles personal information collected
in line with our obligations under relevant privacy laws, including the Privacy Act 1988 (Cth.)
and the Privacy and Personal Information Protection Act 1998 (NSW).

Housing Trust takes privacy very seriously and this policy outlines what kinds of personal and
sensitive information we collect and why we collect it. Housing Trust only collects personal
information that it requires by lawful and fair means, and where it is reasonably necessary to
do so, and is related to Housing Trust services and activities.

Housing Trust handles the personal information of all customers in an open, accountable,
transparent and responsible manner in compliance with its obligations under all applicable
Australian laws, including the Privacy Act 1988 (Cth).

Information, which is publicly available, in any domain, is not considered private or confidential
and is excluded from this policy.

Scope

The requirement under this policy applies to, but is not limited to, employees, directors,
officers, volunteers, student placements, suppliers, contractors or consultants employed or
engaged by Housing Trust (hereafter referred to as workers).

Directors Contractors
_ _ Volunteers
Employees & (including & Student Suppliers Consultants
. employees of | placements
Officers contractors)
v v v v v v

Purpose

This policy is intended to provide information on:
. The types of information Housing Trust collects and holds
. How Housing Trust collects information
o Why Housing Trust needs to collect personal information

. How Housing Trust stores and protects personal information
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. How customers can find out what information is held and how this can be amended
° How Housing Trust can disclose personal information

. How Housing Trust handles information security incidents which includes data
breaches

. How customers can make a privacy complaint

Definitions

Term Definition

Customer Customers broadly refer to any person that the Housing Trust
provides a service to, employs and/or deals/engages with for its
business functions and activities such as tenants, applicants for
services and employment employees, contractors, volunteers.

Personal Is any information from which a customer’s identity is apparent or

Information can be reasonably ascertained; includes ‘Sensitive Information’

Sensitive Is information or an opinion about an individual’s racial or ethnic

Information origin, political opinions, membership of a political association,
religious beliefs or affiliations, philosophical beliefs, membership of a
professional or trade association, membership of a trade union,
sexual orientation or practices, or criminal record that is also
personal information, or health information or, genetic information
about an individual, or certain biometric information

Publicly available Is information which is publicly available, in any domain, is not

information considered private or confidential and is excluded from this policy

What types of information we hold

In order for Housing Trust to provide services to customers, we often need to collect personal
information.

Housing Trust may ask for a range of personal information from applicants, tenants, and
members of tenant’s households, job applicants, employees, volunteers and others including
contractors. The information we collect will be dependent upon whose information we are
collecting and why.

Information will be limited to what we need to assist us in providing relevant services. Failure
to provide information requested may result in Housing Trusts ability to provide you with the
service or level of engagement required.

Contact information such | Employment details, income | Family court orders, Criminal
as: name, address and information, assets, records to the extent that it is
phone number liabilities relevant to our services and
responsibilities
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Emergency contact Bank details Nationality, ethnicity,
details language/s spoken
Contact details of others | Other documentation Housing history and household

with third party consent relevant for the eligibility for | occupants
housing support

Proof of identity Health information Government identifier

How Housing Trust collects information

Personal information is collected directly from customers when it is reasonably necessary for
one or more functions or activities related to the delivery of our services.

Housing Trust gathers this information through correspondence such as forms and/or emails
that customers submit to us (in writing and digitally), by recording information provided via
phone calls, face-to-face meetings, via our website as well as through CCTV security cameras
in our office and in common areas of complexes under Housing Trust management.

Housing Trust use social networking services including but not limited to Facebook, Instagram,
Twitter, Google and LinkedIn to communicate with the public about our organisation.

When customers communicate with us via these platforms, we do not collect personal
information. Social networking services also handle your personal information for its own
purposes. These services have their own privacy policies. Customers can access the privacy
policies for these services on their websites.

In some cases, Housing Trust may collect personal information from external sources. The
people or organisations that may provide us with information include, but are not limited to:

o Homes NSW and government . Support agencies

agencies ;
g . Previous landlords

. Centrelink . Tenancy databases

o Law enforcement agencies

Housing Trust only collects information from external sources if it is impractical to collect it
directly from our customers and when we are permitted to do so.

Customers and others have the option to remain anonymous or to use a pseudonym when
dealing with Housing Trust. If a customer chooses to remain anonymous or to use a
pseudonym, we may only be able to provide the customer with limited information or services.
For example, an anonymous complaint may mean that Housing Trust are unable to
communicate the resolution to the complainant or are unable to request further information
required to investigate the complaint. For further information, refer to ‘make a complaint
section’.

Why Housing Trust needs customers’ personal information

When Housing Trust collect personal information, we will, where appropriate and where
possible, explain why we are collecting the information and how we plan to use it.
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Personal information will only be used when it is reasonably necessary to:
° Help identify the services customers may need
° Assist in the delivery of those services
° Managing tenancies and maintenance of Housing Trust managed properties
° Assess eligibility for assistance and/or employment with us
o Manage and administer assistance and/or employment with us and
o To meet our legal and regulatory obligations.
Housing Trust will only share personal information to give effect to these purposes.

If the information requested is not provided to Housing Trust, we may be unable to contact the
customer or provide any services to the customer.

When customers provide Housing Trust with personal information, they consent to Housing
Trust handling their personal information in accordance with this Privacy Policy.

How Housing Trust stores and protects personal information

Housing Trust will take every reasonable and practical precaution to safeguard the security,
integrity and privacy of personal information. We hold personal information in a combination
of secure computer storage facilities, paper-based files and other formats. We update
personal information when customers advise us.

Security measures to protect personal information from misuse, loss, unauthorised access,
modification or improper disclosure include but are not limited to:

. Periodically reviewing and updating security safeguards

° Physical, electronic, and procedural safeguards including but not limited to
password protection, office access protection, confidential disposal of records

. Secure server and closed network environments

. Limited access to personal information where only relevant employees require a
customer’s personal information to carry out his / her normal line of duties is
provided with access to these records

° Management of access privileges, and regular review of the privileges

o Employees sign confidentiality and code of conduct agreements which reflect the
commitment to the privacy and protection of our customers’ information. Training
is provided to employees on the importance of maintaining the confidentiality of
personal information and the privacy of individuals.

o Personal information is only retained as long as necessary and when no longer
required the information will be de-identified or securely destroyed (provided that
we are not required by an Australian Law to retain the information)

. Information is not disclosed overseas

Housing Trust operates in a regulated environment that may require the organisation to report
customer information as part of reporting obligations. Housing Trust will comply with the
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reporting obligation and where possible de-identify information to protect customers’ private
and confidential information.

In the event of a declared emergency, Housing Trust will comply with temporary privacy rules
issued in line with privacy legislation.

How customers can find out what information is held and how this can be
amended

Housing Trust will take reasonable steps to ensure that personal information is accurate,
complete, up-to-date, relevant and not misleading. These steps include maintaining and
updating personal information promptly and in a consistent format when we are advised by
customers that their personal information has changed, and at other times as necessary.

It is the customer’s responsibility to inform Housing Trust of any corrections or changes to
personal information and this can be done by a phone call to the office, in person, email,
writing to  Housing Trust and/or via the Housing Trust's  website:
www.housingtrust.org.au/contact-us/ (refer to how you can contact us about privacy under
the heading Making a Privacy Complaint later in this policy). We will notify you when the
information is corrected.

Customers have the right to request access to the personal information Housing Trust holds
about them, and request for any inaccurate, out-of-date or incomplete personal information to
be corrected.

If a customer would like to request access to the personal information held by Housing Trust,
this request must be made in writing and specify what information is required and for what
purpose by completing Housing Trust’s Request for Access to Personal Information held by
Housing Trust (Form 107016). It is mandatory that Housing Trust verify a customer’s identity.
Housing Trust will respond within a reasonable period after receiving the request. Housing
Trust does not charge a fee for access to personal information.

When we May Refuse Access

While customers generally have the right to request and access their personal information
There are some circumstances where Housing Trust may refuse to provide you with access
to all or part of the information we hold. We will only do this under the Privacy Act 1988 (Cth)
or other applicable laws. Reasons we may refuse access include:

¢ |If providing access would pose a serious threat to safety

¢ If providing would unreasonably impact the privacy of others

e |If the request is considered frivolous or vexatious

e If the information relates to an existing or anticipated legal proceeding

e If giving access would prejudice negotiations between the organisation and the
individual

e If we suspect unlawful activity or misconduct and giving access would be likely to
prejudice investigation of that activity

¢ If the information is commercially sensitive
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If we refuse any request, we will provide you with a written response outlining the reasons for
refusal.

How Housing Trust can disclose your personal information

Where reasonable and practicable to do so, Housing Trust will collect a customer’s personal
information only from the customer. However, in some circumstances we may be provided
with information by third parties that has not been requested. In such a case we will take
reasonable steps to ensure that you are made aware of the information provided to us by the
third party.

Housing Trust ensures that the third party is also bound by the Privacy Act and has an
obligation to keep personal information confidential and to take reasonable steps to keep the
personal information secure from misuse, interference, loss, unauthorised access,
modification or disclosure.

Housing Trust may disclose customers personal information to government investigative
agencies including but not limited to the Minister’s Office, Ombudsman’s Office, Ageing and
Disability Commissioner, Children’s Guardian, our service providers, agents, contactors,
partner support agencies, business partners and other recipients from time to time, only if one
or more of the following apply:

. Consent has been provided
. It is reasonably expected for us to use or disclose personal information in this way

. We are authorised or required to do so by law. For example, under the Privacy
and Personal Information Protection Act 1998, Section 24 Exemptions relating to
investigative agencies

. If it is reasonably believed that disclosure will lessen or prevent a serious threat to
the life, health or safety of an individual or to public safety

. Where another permitted general situation or permitted health situation exception
applies

. Disclosure is reasonably necessary for a law enforcement related activity

Housing Trust and NSW Police may also exchange information under the guidelines of the
Record of Understanding to:

. Maintain law and order in and around Housing Trust properties

° Investigating and responding to complaints about a tenancy

° Determining whether a breach of a Residential Tenancy Agreement has occurred
° Supporting an application to the NSW Civil & Administrative Tribunal (NCAT)

° Develop and implement crime prevention and community safety strategies

Housing Trust will also provide information to police when subpoenaed, unless the information
is not in the public interest - in these cases, Housing Trust may lodge an appeal not to provide
the information.

Housing Trust will not hold personal information for use or disclosure for the purpose of direct
marketing.
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Privacy and our website

We might use cookies to collect data about the way visitors interact with our website. We use
the information to help improve our website, and our online services.

Cookies are data that a website transfers to an individual’s hard drive for record-keeping
purposes. Most websites use cookies, which are an industry standard; they track usage
patterns and allow you to use such features as online transactions and services. The Housing
Trust’s website utilises cookies for online transactions and services only and does not store
personal information about our visitors.

Note: Most browsers have the option to allow you to deny or accept the Cookie feature. Please
see the help menu in your browser. Be mindful that if you disable the Cookie feature you may
not be able to use many online transactions and services.

How Housing Trust handles Information Security Incidents including data
breaches

It is Housing Trust’s responsibility to have an ongoing obligation to take reasonable steps to
handle personal information in accordance with the thirteen (13) Australian Privacy Principles
(APPs). This includes protecting personal information from misuse, interference and loss, and
from unauthorised access, modification or disclosure.

A data breach occurs when personal information that Housing Trust holds is subject to
unauthorised access or disclosure or is lost. A data breach may be caused by, but not limited
to:

° Malicious action (by an external or insider party)
. Human error, or
° A failure in information handling or security systems.

Individuals whose personal information is involved in a data breach may be at risk of serious
harm, whether that is harm to their physical or mental well-being, financial loss, or damage to
their reputation. Housing Trust will effectively respond to any data breaches or suspected
data breaches to endeavour to successfully reduce or remove the risk of harm to customers
which aligns with legislative requirements and community expectations.

In the event of an eligible data breach (a breach that is likely to result in serious harm to any
of the individuals to whom the information relates), Housing Trust must notify the Office of the
Australian Information Commissioner (OAIC) and affected individuals and under specific
circumstances relevant funding bodies such as the Department of Communities and Justice
(DCJ), if:

a) Ithasreasonable grounds to believe that an eligible data breach has occurred; or

b) It is directed to do so by the OAIC. For instance, if a data breach is reported
directly to the OAIC by an affected individual and/or if the OAIC disagrees with
Housing Trust’'s assessment that the incident is not an eligible data breach.

Should an information security incident including a data breach occur, Housing Trust will:
- Initiate an assessment

- Investigate and evaluate the breach
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- Put a remedial action plan in place

- Following closure of the incident, review the incident and take action to
prevent future incidents

Refer to Housing Trust’s Information Security Incident Procedure

Making a Privacy Complaint

If you are concerned that Housing Trust has not complied with this Privacy Policy including
the Australian Privacy Principles, you can make a complaint under the Housing Trust’s
Complaints Policy which is available on our website www.housingtrust.org.au

Housing Trust’s management will investigate all complaints regarding a possible breach of
privacy law:

. The complaint will be reviewed independently and will consider all information
available at the time of the complaint

o Once the investigation is completed, you will be formally advised of the outcome.
The response will explain the reason(s) for any decision.

. Housing Trust’'s response will include information on how to make a complaint to
an external body

° Housing Trust expects its procedures will deal fairly and promptly with your
complaint.

° If a complainant is not satisfied with Housing Trust’s response or the manner in
which Housing Trust has dealt with the complaint, the individual may make a
formal written complaint to the Office of the Australian Information Commissioner
(OAIC), the regulator responsible for privacy in Australia www.oaic.gov.au

. A referral to OAIC should be a last resort once all other avenues of resolution have
been exhausted.

Housing Trust can be contacted about this Privacy Policy or about personal information
generally by:

. Email: privacy@housingtrust.org.au

. Phone: (02) 4254 1166

o Address: Level 7, 5 Bridge Street, CONISTION NSW 2500
. Postal: PO Box 1, CONSITON NSW 2500

If practical, customers can contact us anonymously (i.e. without identifying themselves) or by
using a pseudonym. However, if a customer chooses not to identify themselves, we may not
be able to provide the information or assistance that would otherwise be received if it is not
practical to do so.

Changes to our privacy and information handling practices

This Privacy Policy is subject to change at any time. Please check our Privacy Policy on our
website www.housingtrust.org.au/about-us/policies/ regularly for any changes.
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Reference or Related Documents

Internal
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External

1.
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Code of Conduct Policy

Information Security Incident Procedure
Records Management Policy

IT Acceptable Use Policy

Cyber Security Policy

Remote Access and Device Policy

Disaster Recovery and Business Continuity Plan
Compilaints Policy

Appeals Policy

Form:107016 Request for Access to Personal Information held by Housing Trust

Privacy Act 1988 (Cth)

Privacy and Personal Information Protection Act 1998 (NSW)
Privacy Amendment (Notifiable Data Breaches) Act 2017
Australian Privacy Principles

Privacy and Other Legislation Amendment Bill 2024 (Cth)
Office of the Australian Information Commissioner (OAIC)

- www.o0aic.gov.au/privacy/privacy-complaints

OAIC Data Breach Response Process

- https://www.oaic.gov.au/privacy/guidance-and-advice/data-breach-
preparation-and-response

Key Privacy Obligations for DCJ Contractors

- https://dcj.nsw.gov.au/documents/about-us/access-to-information/key-
privacy-obligations-for-dcj-contractors.pdf
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Do you need an Interpreter or a Translator?

If you need help to understand this letter, please contact Telephone Interpreters on
131 450 and ask them to call Housing Trust on 4254 1166 at no cost.

Trebate li tumaca ili prevoditelja?

Ako vam je potrebna pomo¢ da biste mogli razumjeti ovo pismo, kontaktirajte
telefonske tumace na broj 131 450 i zamolite ih da nazovu Stambeno povjerenstvo
(Housing Trust) na broj 4254 1166, bez ikakvih troSkova.

[a nn Bam Tpeba Tymad unu npesoaunaw?

Ako Bam Tpeba nomoh ga pasymeTe 0BO NMCMO, MOIMMO Bac jaBuTe ce Ha 131 450 3a
TenedoHCKOr NpeBoanoLa 1 3atpaxnte ga becnnaTtHo Ha3oBy Housing Trust Ha 4254
1166.

¢ Necesita un intérprete o un traductor?

Si necesita ayuda para entender esta carta, comuniquese con los intérpretes
telefonicos en el 131 450 y solicite que llamen a Housing Trust al 4254 1166 sin costo
alguno.

Bir SozlU veya Yazili Tercumana mi intiyaciniz var?

Bu mektubu anlamak igin yardima ihtiyaciniz varsa, lutfen 131 450 numaral
telefondan Telefonda Terciman servisi ile iletisime gecin ve 4254 1166 numarali
telefondan Housing Trust'l Ucretsiz olarak aramalarini isteyin.

S i aa jia gl (5 988 an e ) Zliag Ja
aie bl s 131450 2 e sl Aan il Lasis JLai¥l ooy (Al )l 038 pgdl 3acla ) Aalay € 13
Al 6l (55042541166 &80 e Housing Trust plSwy!) (§ saiay Juaiy)
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